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WE OFFER NETWOR AND IT SECURITY SOLUTIONS
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CONTACT

+40 750 205 325 | +40 750 471325

netforge.ro | contact@netforge.ro

CERTIFICATIONS

Cisco Certifications: Authorizations and Competencies:
CCNAITN Fire alarm and signaling systems design
CCNA Cybersecurity Operations Fire limitation and extinguishing systems
CCNA Enterprise Networking, Security, and design

Automation Construction electrical works

CCNA Switching, Routing, and Wireless Electronic technology

Essentialss

Specializari Tehnologice:
Security Certifications:

Microsoft SQL
Information Security Management Certificate Autocad
Physical Security Risk Assessor (MAI Big Data Analysis
authorized)
Security Systems Specialist
IGSU Authorization for Alarm Systems
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ABOUT US

WE PROVIDE IT INFRASTRUCTURE AND SECURITY SOLUTIONS

SERVICE CATEGORIES:
With solid IT experience, we provide complete

and customized networking and security 01. Network Infrastructure
solutions for organizations of all sizes. 02. Server and Storage Solutions
03. Data Center & Server Room Solutions
Our integrated approach and technical 04. Enterprise Solutions
expertise allow us to implement and maintain 05. IT Security
high-performance IT infrastructures, ensuring 06. Cloud and VPN Solutions
your company’s success and security. 07. Physical Security

08. Equipment Sales and Support
09. Related Services

10. Smart Building Infrastructure
11. Specialized Training

contact@netforgerro | netforge.ro



We implement and optimize high-performance digital
infrastructures, built for scalability and maximum. :
operational efficiency

KEY ADVANTAGES:

« _Fast and efficient communication between all departments

Enhanced company data security
Business growth scalability
Optimized application performance
Reduced downtime
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Network Installation

We provide complete services for designing and
implementing network infrastructures, from initial
planning to final deployment. Solutions follow
the highest industry standards and use cutting-
edge technologies for optimal performance.

The technical process includes strategic equipment
positioning, professional cable installation, and
configuration for robust connectivity. Detailed
documentation for each project ensures complete
infrastructure visibility and facilitates future scaling.

Services:

« Design and implementation of new networks
« Existing network expansion

+ Cable routing and certification

* Rack and patch panel installation

» Complete technical documentation

| contact@netforge.ro

Advanced Routing

Weimplementadvanced routing solutions to optimize
data flow and ensure fast, reliable communication.
Smart routing protocols automatically adapt to traffic
conditions, efficiently distribute load, and maintain
service continuity during unexpected interruptions.

Traffic  optimization systems prioritize critical
applications and  eliminate  communication
bottlenecks and delays. The result is a stable, high-
performance network ready for scaling.

Services:

+ BGP and OSPF configuration

» Dynamic routing implementation
* QoS and traffic shapin

* Load balancing and failover

* Routing performance optimization
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IT INFRASTRUCTURE AND SECURITY SOLUTIONS

Network Configuration and
Management

We ensure network performance and security through
comprehensive configuration and management
services. Intelligent data traffic segmentation and
advanced monitoring systems enable proactive
identification and resolution of potential issues.

Continuous optimization and preventive adjustments
maintain infrastructure at peak performance
parameters. Management systems provide complete
visibility of network status and guarantee efficient
and secure operation.

Services:

+ Router and switch configuration
 VLAN implementation

 Network traffic management

+ Performance monitoring

» Network optimization
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Complete server and storage infrastructure for efficient
data management, optimal collaboration, and guaranteed
operational continuity

KEY ADVANTAGES:
Fast and secure data access
Guaranteed data backup and recovery
Efficient team collaboration
Reduced administration costs
Increased service availability
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Windows Servers

We implement and manage complete Microsoft
platforms for efficient communication, secure
collaboration, and automated backup of critical
data..

The integrated Microsoft infrastructure provides
centralized access to collaborative tools, productivity
applications, and redundant storage systems,
ensuring operational continuity in  a secure
environment.

Services:

» Windows Server implementation
* Active Directory and Group Policy
» Exchange and email services

+ SharePoint and collaboration

» Backup and disaster recovery
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Linux Servers

We configure robust and secure Linux servers,
providing maximum performance for web services,
virtualization, and critical process automation.

The Linux infrastructure enables rapid container
deployment, efficient resource management, and
instant scalability, all optimized for high-availability
production environments.

Services:

« Linux server configuration (Ubuntu, Cloudlinux,
RHEL or RHEL-based)

» Web and email services

+ Containers and virtualization

* Security and hardening

+ Automation and scripting



SERVER AND STORAGE

SOLUTIONS
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NAS Solutions
(Network Attached Storage)

Professional network storage systems providing
fast data access, automatic backup, and
secure file sharing across the organization.

Redundant RAID architecture and advanced backup
systems ensure data integrity, while centralized
management enables granular access control and
real-time monitoring.

Services:

* Professional NAS server implementation
* RAID configuration and redundancy
 Data backup and synchronization

* File sharing and permissions

+ Active Directory integration

+ Unraid, TrueNAS, and other solutions




We design and implement modern data centers for
uninterrupted functionality and optimal performance
critical systems

KEY ADVANTAGES:

*__Uninterrupted operation of critical systems
Maximum energy efficiency
High scalability and flexibility
Advanced equipment protection
Optimized resource management
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Design and Implementation

We develop complete data center
architecture, integrating space planning
with  critical cooling and power systems.

Each component is designed and optimized for
maximum efficiency and redundancy, creating a
controlled environment for optimal IT infrastructure
operation.

Services:

» Needs assessment and design

+ Space and infrastructure planning

+ Cooling and ventilation systems

* Electrical systems and UPS

« Environmental monitoring (temperature,
humidity)
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Equipment and Installation

We implement complete physical infrastructure,
integrating modern server, storage, and power
management systems.

We use best practices in equipment installation and
configuration, guaranteeing maximum performance
and availability.

Services:

« Server racks and accessories

- Servers and storage systems

» UPS and backup systems

 PDU systems and power management
» Structured cabling

| netforge.ro

Maintenance and Support

We implement complete physical infrastructure
by integrating modern server, storage, and power
management systems.

Equipment installation and configuration follows
the highest industry standards to ensure maximum
availability and optimal performance.

Services:

+ 24/7 monitoring

* Preventive maintenance

+ Dedicated technical support
 Upgrades and optimizations
» Warranty management



We implement complete enterprise solutions, mtegratmg

top technologies for high-performance and scalable— &
infrastructures, optimized for strategic growth objectnlgs

KEY ADVANTAGES:

Complete system integration
Simplified centralized administration
Operational cost optimization
Increased flexibility and adaptability
Business development support

A\ P NETForge

a‘

bg
L‘ﬁ
,

Sy

-

¥y

4

| contact@netforge.ro

Equipment Configuration

We integrate enterprise equipment from top
providers like Fortinet, Cisco, Juniper, and
Microtek for robust and secure infrastructures.

Unified management solutions enable centralized
administration and monitoring of the entire network,

providing granular control over all devices and
resources.

Services:

« Fortinet implementation and configuration

» Complete Cisco solutions

» Complete Juniper solutions
* Microtek systems

+ Unified device management




ENTERPRISE SOLUTIONS
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Virtualization

We implement advanced virtualization
solutions using industry-leading technologies:
Hyper-V, VMware, KVM, and Citrix.

Virtualization  optimizes  hardware  resources,
maximizes operational flexibility, and reduces
maintenance costs, while providing redundancy and
high availability for critical systems.

Services:

* Hyper-V

* VMWARE

* KVM

« Citrix Hypervisor




We ensure complete protection of digital assets through ;
advanced IT security solutions, with proactive |dent|f|cat|
elimination of vulnerabilities

KEY ADVANTAGES:

« _ Complete protection against cyber threats
Compliance with current regulations
Rapid incident detectionand response
Ensured operational continuity
Company reputation protection
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Security Assessment

We conduct comprehensive IT infrastructure anal-
yses to identify vulnerabilities and evaluate security
risks.

Action plans and detailed reports provide concrete
solutions for strengthening security, aligned with
industry best practices.

Services:

» Complete security audit

+ Vulnerability analysis

* Security risk assessment

+ Detailed reports and recommendations
* Remediation plan
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Penetration Testing

We proactively test your infrastructure security
through realistic cyber attack simulations.

We evaluate all critical aspects - from network
and web application security to social engineering
resistance, providing a clear picture of the actual
protection level.

Services:

» Network infrastructure testing

» Web application security assessment
+ Social engineering attack simulation
* Wireless security testing

« Vulnerability identification



ITSECURITY
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Cyber Protection

We implement advanced protection measures
for safe and uninterrupted IT systems operation.

From server security and DDoS protection to
advanced monitoring and rapid incident response,
we build a complete digital shield for critical
infrastructure.

Services:

* Server security

+ DDoS protection

 Threat monitoring

* Incident response

» Data backup and recovery




We provide secure connectivity and flexible resource
access through advanced cloud and VPN solutions, with
guaranteed availability from anywhere

KEY ADVANTAGES:
» _Secure access from anywhere, anytime

* Reduced infrastructure costs

« Instant scalability

* Rapid disaster recovery

* Increased operational flexibility
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Cloud Services

Weimplementrobustcloudinfrastructureswithsecure
remote access through encrypted VPN connections.

Site-to-site and remote access VPN solutions ensure
secure connectivity between locations and complete
cloud services integration.

Services:

e Cloud VPN
* Remote access security
« Site-to-site VPN tunnels

» Cloud services integration
+ Bastion server configuration
» DDoS attack protection




CLOUD & VPN SOLUTIONS
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Application Security

We provide advanced protection for critical systems,
focusing on ERP platforms and accounting solutions.

Access management systems and sensitive data
encryption prevent unauthorized access and ensure
confidentiality of vital information.

Services:

« Locally hosted application security
 Nexus ERP security
* SAGA security

 Accounting application protection
* Access management

* Sensitive data encryption

« Remote desktop access via VPN




We protect spaces and assets through integrated physical
security systems, with complete control and permanent
access monitoring.

KEY ADVANTAGES:
« _ Complete protection of physical assets
24/7 space monitoring
Granular access control
Rapid incident response
Integration with existing systems
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Alarm Systems

We design and implement professional alarm
systems based on detailed specific risk assessments.

Customized solutions integrate with existing
infrastructure, ensuring continuous monitoring and
immediate incident alerts.

Services:

* Risk evaluation and analysis

* Professional system design

« Installation and configuration

* Integration with existing systems
* Periodic maintenance

| contact@netforge.ro

Surveillance Systems

We implement complete video surveillance solutions
for total visibility and control of secured spaces.

CCTV systems integrate advanced recording
technologies with secure remote access, ensuring
permanent monitoring and safe archiving.

Services:

» CCTV system design

- IP/PoE camera installation
 Recording system configuration
* Secure remote access

+ Data storage and archiving



PHYSICAL SECURITY
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Access Control Systems

We develop intelligent systems for access control
and efficient personnel flow management

We integrate high-performance readers and
electromagnetic locks with specialized management
software for granular access control in all secured
areas.

Services:

+ Access control system design

+ IReader and electromagnetic lock installation

» Management software configuration

« Integration with alarm system

» Custom cards and tags

- Integration with automatic time tracking systems




We provide professional IT equipment from top
manufacturers, with complete technical support and
extended warranty for guaranteed optimal performeance.

KEY ADVANTAGES:
« __Guaranteed professional equipment
Specialized technical support
Reduced maintenance costs
Ensured operational continuity
Optimized ROI for technology investments
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Equipment Sales

We provide a complete portfolio of enterprise IT
equipment selected for maximum performance and
reliability.

From network infrastructure and servers to security
systems and power solutions, we integrate all
essential components for a robust IT infrastructure.

Services:

» Networking equipment

« Servers and storage systems

» Server Rack and Server Room
* Security equipment

* UPS and PDU systems

» Accessories and consumables
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Service and Warranty

We provide professional technical support and
complete maintenance services for all equipment
sold.

Our extended warranty programs, combined with
authorized service and access to original spare parts,
minimize downtime and protect your technology
investment.

For complex interventions, we offer temporary

replacement equipment to ensure operational
continuity.

Services:

 Extended warranty

+ Authorized service

» Original spare parts

» Temporary equipment replacement
» Technical consulting




We provide essential consulting and technical support
services for IT infrastructure optimization and ensuring
operational continuity

KEY ADVANTAGES:

+ __ITinvestment optimization
Permanent technical assistance
Reduced downtime
Regulatory compliance
Increased operational efficiency
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IT Consulting

We provide strategic expertise for developing and
optimizing your organization’s IT infrastructure.

Our specialists guide you in investment planning,
security policy implementation, and ensuring
compliance with current regulations, including GDPR.

Our recommendations target both operational
efficiency and long-term cost optimization.

Services:

« IT infrastructure planning
+ Cost optimization

* Security strategy

* GDPR compliance

« IT policies and procedures



RELATED SERVICES
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Technical Support

We ensure uninterrupted system operation through
complete 24/7 help desk and technical support
services.

Our proactive approach, based on continuous
monitoring and preventive maintenance, prevents
incidents and ensures rapid problem resolution.

We implement robust backup solutions and disaster
recovery plans to protect critical data.

Services:

« 247 help desk

* Preventive maintenance

» Emergency interventions

+ System monitoring

» Backup and disaster recovery



SMART BUILDING INFRASTRUCTU
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We transform traditional buildings into
smart spaces

We implement integrated automation solutions that
transform buildings into intelligent and efficient eco-
systems.

Our smart building systems connect and control all
essential building elements: from lighting and cli-
mate control to security and energy management.

Through centralized control and real-time monitoring,
we provide both significant resource savings and a
more comfortable, productive work environment.

Services:

* Building systems integration

» Automation

* Centralized management

» Energy consumption monitoring
» Resource optimization

* Integrated access control

* loT sensors and telemetry




SPECIALIZED
TRAINING
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Specialized Training Programs

We offer specialized training programs to maximize
IT infrastructure benefits and develop your team’s
competencies.

Key advantages: - e

» Optimal use of implemented systems

* Infrastructure management autonomy

» Reduced adaptation time to new technologies
* Increased operational efficiency

« Internal troubleshooting capability

* IT Investment Value Maximization

Services:

« Training for networking and security systems
« Training for implemented solutions

* Support in developing internal procedures

» Workflow optimization consulting

* Specialized system operation training
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